Wireless Mesh Network (WMN) is one of emerging technology of the next generation networks, and it is going to address the internet provision to users at low cost anytime from anywhere. Being a broadband wireless network of the future, still it is facing a lot of technical and critical issues which are prohibiting it from the world wide deployment and acceptance. Multi-hop nature of this broadband wireless technology increases routing overhead and poor packet delivery ratio. In this paper, we present firstly the detailed architecture of IEEE 802.11 WMN, and then a new architecture for WMN is proposed, which consists two components, one is Mesh Backbone, the other is Mesh Domain. Then some security attacks on WMN and then a proposed architecture which will solve most of the existing and the future problems. The main concerns of this architecture is that its multi-hop nature and ad hoc connectivity amongst the nodes of WMN with current as well as future prospective.
INTRODUCTION
WMN is one of the emerging next generation broadband wireless network technologies and it is able to provide high bandwidth internet provision to users at all the times from anywhere. WMN provides broadband coverage not only to home users but also to industries and other commodities. Today wireless networks are the hot topic for both industry and researchers. Initially The GSM and GPRS proved to be revolutionary technologies in the daily life of subscribers, after that the IEEE 802.11 technologies are making progress rapidly and their bandwidth has increased from 11-Mbps to 54-Mbps [1] . Now the new paradigm of WMN not only provides broadband services but also integration of different wireless networks as IEEE 802.11, IEEE 802. 16 , Cellular, and LAN technologies providing all-in-one solution to the users at very cost-efficient manner. The main advantages of WMNs are its low cost, easy deployment, self-healing and self-configuration. However the multi-hop nature, dynamic topology and ad hoc connectivity amongst end user nodes are such characteristics of WMN, which not only increase its routing overheads but also expose it too much securities vulnerability. Amongst these, the multi-hop nature of the existing WMN is the main concern which is the key hurdle in its commercial deployment, as it greatly affects the routing and the fair allocation of bandwidth. The principle focus in this paper is on the architecture of the WMN and security attacks on WMN and then new architecture is developed that provides more security than the existing architecture.
The organization of this paper is as follows: First, we define the architecture of WMN (a detailed processing of WMN) and second, its security issues and third, a proposed architecture which will solve most of the existing and the future problems.
MOTIVATION 2.1. Wireless Mesh Network
Wireless mesh networks can easily, effectively and wirelessly connect entire cities using inexpensive, existing technology. Traditional networks rely on a small number of wired access points or wireless hotspots to connect users. In a wireless mesh network, the network connection is spread out among dozens or even hundreds of wireless mesh nodes that "talk" to each other to share the network connection across large area. Mesh nodes are small radio transmitters that function in the same way as a wireless router. Nodes use the common Wi-Fi standards known as 802.11a, b and g to communicate wirelessly with users, and, more importantly, with each other.
Nodes are programmed with software that tells them how to interact within the larger network. Information travels across the network from point A to point B by hopping wirelessly from one mesh node to the next. The nodes automatically choose the quickest and safest path in a process known as dynamic routing. The biggest advantage of wireless mesh networks --as opposed to wired or fixed wireless networks --is that they are truly wireless. In a wireless mesh network, only one node needs to be physically wired to a network connection like a DSL Internet modem. That one wired node then shares its Internet connection wirelessly with all other nodes in its vicinity. Those nodes then share the connection wirelessly with the nodes closest to them. The more nodes, the further the connection spreads, creating a wireless "cloud of connectivity" that can serve a small office or a city of millions.
Wireless mesh networks are effective in sharing Internet connectivity because the more nodes that are installed, the further the signal can travel. And the more nodes you have the stronger and faster the Internet connection becomes or the user.
How does the Internet connection become stronger and faster?
If your laptop computer is in the broadcast range of four nodes, you're tapping into four times the bandwidth of one traditional wireless router. Distance plays a huge role in wireless signal strength. If you reduce the distance between your computer and the nearest wireless node by two, the signal strength is four times as strong.
Nodes can also provide Internet connectivity to wired devices within the network like VoIP phones, video cameras, servers, and desktop workstations using traditional Ethernet cables. Most nodes come with two or more Ethernet ports, and through a technology called Power Over Ethernet (PoE), the node can provide power to stand-alone devices like surveillance cameras without having to plug the camera into an electrical outlet.
Overview

Diversity of Mesh Nodes
Different with Ad hoc, there are three types of functionality entities in WMN. It consists of two types of nodes: Mesh Gateways, Mesh Routers and Mesh Clients. A brief introduction to them is:
Mesh Gateway (MG):
At least two kinds of radios are equipped with it. One of them is for Ethernet; the others are wireless-based. Besides forwarding packets from mesh to Ethernet, it can forward packets of innermesh.In other words; it can also work as an original mesh router.
Mesh router (MC):
It is a service provider of WMN. Packets are transmitted to MG via several hops. MR supports the functionality of forwarding. Some MRs is deployed by some companies providing Internet access and they are stationary. In some scenarios, terminals are also used to forward packets. In other words, these terminals are temporary and unstable mesh router. They are self-configured, self-healed.
Mesh Users (MU):
They are equipments who access Internet by WMN, such as laptop, PDA, etc.
Nodes in WMN play one role of the above three. Maybe some have more than one functionality entity. Thus, Nodes in WMN not only have different physical properties (such as stationary and mobile) but also different functionalities.
Flow Characteristic in WMN
WMN is designed to provide access for Internet. Most packet transmission should obey some rules. As described above, MG works as a portal connecting two kinds of network (Mesh and Ethernet). When MU intends to access some services in Internet, it will start an access. Data between MU and Node outside WMN will be forwarded by MG and some MRs. For, direction of data flows in WMN (see Figure1).
The Internet: The Original Mesh Network
The Internet is the world's largest mesh network. Information travels across the Internet by being bounced automatically from one router to the next until it reaches its destination. The Internet is often depicted as a "cloud" or "web" of connectivity because of the billions of potential paths across which data can travel. Figure 2 ). Packets are transmitted between these layers, such as: Layer-3->Layer-2->Layer-1and Layer-1->Layer-2->Layer3.
Figure2. Three Layer Model in WMN
Scalability Consideration
When a mesh node is added to WMN, it will break the original architecture. As shown in figure 2, when a MG joins, it will be added to Layer-1. Meanwhile, some links are established. For example, Rt is originally linked to Gm. While Gn is newly added, transmissions of Rt may be forwarded to Gn instead. So scalability should be considered when designing the architecture. 
SYSTEM MODEL
Mesh Backbone
MG and MR are service providers. MG is mostly stationary because of the limitation of capable. MRs who are equipped manually are stationary too. They form the backbone of WMN. The backbone can provide Internet access for other nodes (see Figure 3 ). Here, FMR indicates fixed MR since they are stationary and pre-deployed. These nodes are linked by wireless.
Figure3. Architecture of Mesh Backbone
Mesh Domain
As MB is designed to provide Mesh access for other nodes, packets aimed to wire network will be transmitted by some nodes of MB. If a MU can link to FMR, it has been linked to Mesh. That is to say each of these nodes in MB will cover an area what we called Mesh Domain (MD). In this domain, all packets will be first link to FMR, then, FMR will forward them to MG via hops.
Sometimes, MUs work as routers which are called Mobile Mesh Router (MMR). A MD contains one FMR, some MMRs, and several MUs. As seen in figure 4 , there're five MMRs, two MUs owned by this Mesh Domain. The upper MU sends packets directly by FMR; the lower sends packets through three hops. Thereby, packets sent by MUs will obey this rule in MD:
Backhaul Nodes
Even in a wireless mesh LAN, there comes a time when information needs to return to a wired access point to reach the wider Internet. Getting that information back to the access point is called backhaul. Small wireless mesh networks handle backhaul without needing special configurations. In larger mesh networks, like those for cities or large companies, certain nodes need to be dedicated as backhaul nodes. The other nodes send all outgoing information straight to one of the backhaul nodes, which will send it to the wired access point without unnecessary hops.
MU (MMR,...,MMR) FMR
Figure4. Architecture of Mesh Domain
Current Architecture of WMN
In this architecture, the WMN consists of mesh routers and mesh clients. The mesh routers form the backbone of the WMN. Some mesh routers also perform the gateway functionality for the provision of Internet to the end users. The gateway is connected with the internet mostly by wires. The main concerns in the existing architecture of WMN are discussed in the next section.
End-user's Ad hoc connectivity in WMN
The end user's devices may have the following direct connections in the current architecture of WMN:
End-user to end-user connectivity End-user to backbone mesh router connectivity
End-user to gateway connectivity These kinds of connectivity give rise to many technical challenges and security threats.
The WMN supports the ad hoc connectivity amongst the mesh nodes for relaying traffic for one other, as the mesh node can also act as a mesh router for nearby nodes as shown in figure 5 . This kind of direct connectivity of end-users to end-users devices make the existing architecture vulnerable to eavesdropping [2], man-in-the-middle, brute force, and resource consumption attacks [3] , and most of other active and passive attacks. As shown in the figure 5, the node D is acting as a router and relaying traffic for node I and node H. Here node D can launch active attacks such as flooding unnecessary traffic toward node I and H to overflow computation power and to exhaust their battery resources. Furthermore, node D can conduct passive attacks by traffic
Figure5. Current Architecture of WMN
analysis and eavesdropping the sensitive information of both nodes.
The direct connectivity of the end-user devices with the gateway may result in worst impact if the gateway is the target of an attacker. As gateway mesh router is responsible for the provision of Internet, so a flooding attack on gateway can bring down the entire network, and the end-users will not be able to connect with the internet.
Multi-hop nature of WMN
It is the most serious concern in the current architecture of WMN, due to which the organizations and even the end-users hesitate to accept the deployment of WMN as a broadband technology. In [5] , it is shown that the bandwidth fairness in WMN depends on the number of hops between gateway and access points. The users, who are attached with an access point which is two or more than two hops away from the gateway, receive less bandwidth, as the number of hops increase; some dramatic network performance degradation occurs in WMN such as unfair bandwidth allocation. In figure 5 , node C is two hops away while node D is three hops away. The bandwidth share of node D is less as compared to node C because the bandwidth in WMN decreases with increasing number of hops as ½ of total bandwidth at first hop, 1/4th of the total bandwidth at 2nd hop, and 1/8th at 3rd hop and so on [18] . In decrease fairness attack, the attackers manage to increase the number of hops between gateway and access points, the bandwidth of the access point will reduce to a great extent. The possible solution is the periodic reconfiguration of WMN [5] , which is not suitable, as during the reconfiguration process, the network will be down.In [6] , it is described that a Denial of Service (DoS) attack on gateway by a nearby mesh client is a serious threat to a longer hop communications which already receive low bandwidth due to the poor performance of multi-hop network. In [7] , it is presented that the packet loss ratio in four or more hopes is not feasible for any multi-media traffic.
Most of the security threats reported so far are due to the multi-hop nature of the wireless mesh networks as, Selfish Router [4] , Cloned Access Point ( [12] , [13] ) Decrease fairness attack [5] , node isolation attack ( [14] , [12] ), blackhole attack [9] , grey-hole attack, worm-hole attack [15], jellyfish attack [12] , battery exhaustion attack ( [8] , [16] ), invisible node attack [17] , and most of the routing attack. None of the routing protocol is robust enough to handle all the security threats in the multi-hop environment of WMN. Most of the routing protocols tested on WMNs are adapted from Ad hoc networks. Several secure routing protocols are proposed so far as SAODV, Ariadne, SEAD, CSER, SRP, SAAR, BSAR, and SBRP [8] , however these protocols are able to address one or few security issues. As blackhole attack is a serious threat for the AODV routing protocol. A detection mechanism for a single blackhole is given in [9] ; however this solution is not appropriate if more than one blackholes exist. A wait-andcheck mechanism is given in [10] ; however this wait-andcheck mechanism can delay the transmission.
CHARACTERISTICS OF WMN AND ITS SECURITY REQUIREMENTS
In this section, we discuss the characteristics as well as the major security requirements of wireless mesh networks.
Characteristics of Wireless Mesh Networks
Many authors give various definitions to WMN. The work in [19] defines WMN as a wireless co-operative communication infrastructure between massive amounts of individual wireless transceivers. The coverage area of the WMN radio nodes working as a single network is sometimes called a mesh cloud [20] . So as to create a radio network, the radio nodes should work in harmony with each other. Thus access to the mesh cloud is dependent on the radio nodes working in harmony with each other to create a radio network.
Wireless mesh architecture is constructed from peer radio devices that do not have to be cabled to a wired port. With careful design, such architecture may provide high bandwidth, efficiency, and economic advantage over the coverage area. One of the measures for performance of a network is the reliability issue. The topology of WMN is tremendously very reliable and offer redundancy as each node is connected to several other nodes. In WMNs, the multi-hopping communication makes the routing aspect a very important and necessary functionality of the network. When the number of devices in WMN becomes more, then the more bandwidth will be available. These days, wireless infrastructures are becoming cheaper than the traditional networks. Due to this reason as stated in [19] , many wireless community network groups are already creating wireless mesh networks.
Security Requirements
To ensure the security of WMNs, the following major security objectives of any application have paramount importance.
 Confidentiality
It means that certain information is only accessible to those who have been authorized to access it. In order to maintain the confidentiality of some classified information, we need to keep them secret from all entities that do not have the privilege to access them. It is also one of the design goals for many cryptosystems which made practical by using the techniques of cryptography. Exposing such information to enemies could lead to devastating consequences. In some cases, routing information must also remain confidential as the information might be valuable for enemies to identify and locate their targets in a battlefield.
 Integrity
Integrity guarantees that a message being transferred is never corrupted. Integrity can be compromised mainly in the following two ways [8] :
Malicious altering -such as an attacker altering an account number in a bank transaction. Accidental altering -such as a transmission error.
A message could be removed, replayed or revised by an adversary with malicious attack goals on the network, which is regarded as malicious altering. On the contrary, if the message is lost or its content is changed due to some benign failures, which may be transmission errors in communication such as radio propagation impairment or hardware errors such as hard disk failure, then it is categorized as accidental altering.
 Availability
Availability ensures the survivability of network services despite denial of service (DoS) attacks. This security requirement is challenged mainly during the DoS attacks, in which all the nodes in the network can be the attack target and thus some selfish nodes make some of the network services unavailable. A DoS attack could be launched at any layer of the network [21] . For instance, on the physical and media access control layers, an adversary could employ jamming signal to interfere with communication on physical channels. On the network layer, an adversary could interrupt the routing protocol and disconnect the network. On the higher layers, an adversary could bring down high-level services.
 Authenticity
Authenticity is essentially assurance that participants in communication are genuine and not impersonators. It is necessary for the communication participants to ensure their identities using some techniques of authentication. Without the use of an authentication mechanism, the adversary could impersonate a benign entity and thus gain access to confidential resources.
 Non-repudiation
Non-repudiation ensures that the sender and the receiver of a message cannot deny that they have ever sent or received such a message. It is useful for detection and isolation of a node with some abnormal behavior. For instance, when node-A receives an incorrect message from node-B, nonrepudiation allows node-A to accuse node-B using this message and to convince other nodes that node-B is compromised.
 Authorization
Authorization is a process in which an entity is issued a credential by the trusted certificate authority. It is generally used to assign different access rights to different level of users. For example, we may need to make sure that network management function is only accessible by the network administrator. In this case, there should be an authorization process before the network administrator accesses the network management functions.
 Anonymity
Anonymity means that all the information that can be used to identify the owner or the current user entity should be kept private and not distributed to other communicating parties. This security requirement is closely related to the preservation of privacy. Hence, we should try to protect the privacy of a user entity from arbitrary disclosure to any other entities.
SECURITY ATTACKS OF WMN
In this section, the main threats that violate the security criteria, which are generally known as security attacks, are analyzed.
Major Attack Types of WMN
There are various kinds of attacks in wireless mesh network. The main types of attack are briefly described as follows:
 Denial of Service attack
The DoS attack is encountered either by accidental failure in the system or a malicious action. The conventional way to create a DoS attack is to flood any centralized resource so that it no longer operates correctly or stop working. A distributed DoS (DDoS) attack is an even more severe threat to WMNs. DDoS attack is launched by a group of compromised nodes who are part of the same network and who collude together to bring the network down or seriously affect its operation. One instance of DoS attack is SYN flooding.
 Impersonation attack:
This attack creates a serious security risk in WMNs. If proper authentication of parties is not supported, compromised nodes may be able to join the network, send false routing information, and masquerade as some other trusted nodes. A compromised node may get access to the network management system of the network; and it may start changing the configuration of the system as a legitimate user who has special privileges. Security mechanism of impersonation attacks could be to apply strong authentication methods in contexts where a party has to be able to trust the origin of data it has received or stored.
 Routing attack
Routing attacks in WMNs could be:
Routing table overflow attack -an attacker attempts to create routes to nonexistent nodes with intention to create enough routes to prevent new routes from being created or to overwhelm the protocol implementation. This attack could also lead to a resource exhaustion or DoS attack. Wormhole attack -an attacker receives packets at one location in the network and tunnels them selectively to another location in the network. Then, the packets are resent into the network, and the tunnel between two colluding attackers is referred to as a wormhole.
Blackhole/sinkhole attack -a malicious node uses the routing protocol to advertize itself as having the shortest path to the node. In this situation, the malicious node advertize itself to a node that it wants to intercept the packet. Byzantine attack -an invalid operation of the network initiated by malicious nodes where the presence of compromised nodes and the compromised routing are not detected. This attack will eventually result in server consequences to the network as the network operation may seem to operate normal to the other nodes. Location disclosure attack -this attack reveals something about the structure of the network or the locations of nodes such as which other nodes are adjacent to the target, or the physical location of a node.
Some security threats in WMN see in figure 6.
Figure6
. Wireless security risks. Security threats are present at all layers of the wireless mesh network stack.
CURRENT ARCHITECTURE AND FUTURE REQUIREMENTS
The objective of WMN is the provision of broadband internet services to the organizations and end-users. In near future, the bandwidth requirements of organizations as well as end-users will increase in terms of VoIP, mission critical applications, real time applications, IP-TV and Video on Demand applications. The current multi-hop architecture of WMN is unable to ensure the transmission of these bandwidth hungry applications to an end-user four or five hops away from the gateway. At the same time, the end-users have serious concerns regarding the current risky WMN which is unable to guarantee the security of user's traffic. Hence to address these issues, and to enable WMN one of the most acceptable broadband network for the community, we need improved WMN architecture, which is secure and having less routing overheads. Our proposed architecture is Wireless Star Architecture (WSA), which is discussed in the following section.
WIRELESS STAR ARCHITECTURE (WSA)
Wireless Star Architecture (WSA) is an enhanced and improved architecture of WMN. There is no need of extra hardware in our proposed architecture; however slight software changes are needed at mesh router end. The overall architecture is same; we just propos two modifications in the existing architecture regarding connectivity and multi-hop nature, so that the WMN would be able for the commercial based deployment. We introduced new component i.e. intermediate gateways so that to authenticate and monitor the smooth performance of wireless mesh routers and to avoid the possibility of cloned or corrupt Access Points (APs) or mesh routers. WSA is able to address the huge bandwidth requirements of an organization as well as end users. It also ensures security. So WSA is such an architecture which would be highly accepted by the community on commercial basis. In WSA, each mesh client is directly connected only with the backbone mesh router. The client devices are not directly connected with each other, but connected with each other through the mesh router. Only the mesh router is responsible for the authentication and key management of client nodes. The backbone mesh routers are connected with other nearby mesh routers so that to fulfill the client to client communication requirements and provide same kind of coverage flexibility as the existing architecture is ensuring. Each mesh router is directly connected with the Intermediate Gateways. The gateways are also responsible for the authenticity and validity of the mesh routers.
The device connections in WSA are given in Table1.
Table1. WSA device connectivity
In figure 7, our proposed architecture for IEEE 802.11 mesh network i.e. WSA is given. It is partial mesh at backbone devices, as every wireless mesh router is connected with the nearby mesh routers, while WSA is star at the end-user nodes as every node is directly connected with the wireless mesh router. 
CURRENT CHALLENGES AND WSA
The WSA is able to handle the major challenges of the current WMN, as there is no client to client connectivity and two hops architecture.
 Every mesh client is now able to get relatively equal and consistent bandwidth. So the decreasefairness attack is completely eliminated. In WSA the mesh client is not directly connected with the gateway, so a flooding Denial of Service (DoS) attack on gateway is now not possible to bring down the entire network. Such an attack is now only possible on backbone mesh router. A DoS attack on mesh router can be tackle easily as presented in [6] . The WSA is able to address most of the security threats as Node isolation, blackhole, greyhole, wormhole, jelly-fish and battery exhaustion attacks, as the WSA architecture has completely eliminated the possibility of forwarding packets from one mesh client through another mesh clients, as now, each mesh client is only directly communicating with the mesh router. In WSA architecture, it is very difficult for the attacker to place a cloned APs or selfish mesh router, as the intermediate gateways are responsible for the verification and validity of these devices. In WSA, a single robust network protocol and a single reliable transport protocol is required. As in WSA, each mesh client is able to get a fair share of bandwidth, now the client can easily access any sort of application especially VoIP, and other real time and multi-media applications without any delay or packet loss.
WSA AND FUTURE CHALLENGES
Internet is the most important requirement of daily life. Its usage is increasing day by day in all fields of life. The broadband technology is progressing with the passage of time. The end users and the organizations need increased and fair bandwidth so that to carry out not only the routine activities, but also research and entertainment. Some of the most important emerging activities are, VoIP, Video
Conferencing, Video on Demand, Multimedia applications, IP-TV, real time and mission critical applications. These bandwidth hungry applications are not possible on the current wireless mesh architecture, as all these applications need fairshare in bandwidth, security, and no or less packet drop ratio. The WSA architecture is capable to handle the current as well as future needs of the subscribers. WSA ensure Equal share in bandwidth to each mesh client. Eliminate most of the security threats.
Reduced routing overheads
As the WSA is addressing the main concerns of WMN, and it is able to enable it one of the most acceptable broadband network for the end-users. However, the deployment cost can be an issue, as the WSA architecture is little bit expensive in terms of more wireless mesh routers and intermediate gateways; however the organizations and the end-users can compromise on cost, but very difficult to compromise on bandwidth and security loopholes. As one of the commercial city-wide WMNs in San Francisco is failed, as the subscriptions are far lower than the expectations even the fees are very low, and the reported loss is thirty million dollar [11] .
CONCLUSION
In this paper, we discuss the existing architecture of WMN, and then we analyze the major concerns in terms of multihoping, attack prone connectivity, and security, due to which it is unable for the commercial deployment and world wide acceptance. Few of the current and most of the future bandwidth hungry applications cannot be supported by the existing WMN architecture, if the number of hops between user node and the gateway are more than three. To enable to support for the future applications, there is a need to restrict the number of hops. For security reasons, it is also desirable to eliminate the ad hoc client to client connectivity from this broadband technology. WSA architecture is not only capable to handle the current needs but also the future requirements of end-users, organizations and other commodities. WSA is able to address the two most serious concerns of the current WMN i.e. fair bandwidth allocation and security. In this paper, we are going to open a new door of research, and there is a need to investigate some positive directions in WMN, so that it would be able for the worldwide commercial deployment.
